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5 Elana Newman, et al, “Online abuse of women journalists: Towards an Evidence-based Approach
to Prevention and Intervention” in OSCE, Representative on Freedom of the Media, New Challenges
to Freedom of Expression: Countering Online Abuse of Female Journalists, 2016, p. 49. Available at:
http://www.osce.org/fom/220411?download=true.

6 Recommendations following the Expert Meeting New Challenges to Freedom of Expression:
Countering Online Abuse of Female Journalists, 17 September 2015, in OSCE, Representative on
Freedom of the Media, New Challenges to Freedom of Expression: Countering Online Abuse of Female
Journalists, 2016, p. 5. Available at: http://www.osce.org/fom/220411?download=true.

7 ARTICLE 19 and AMWIK, Women]ournalzsts Digital Security [sic], May 2016 p 4. Avallable at

Kenya -2016.pdf.
8 Jennifer R. Henrichsen, et al, Building Digital Safety for Journalism: A survey of selected issues,

UNESCO Series on Internet Freedom, 2015, p. 14. Available at:
http://unesdoc.unesco.org/images/0023/002323/232358e.pdf.
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9 Della Kilroy, The Storyful Podcast: Digital Security - How Journalists and Activists Can Be
Protected Online, Storyful, 31 January 2017. Available at:
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and-activists-can-be-protected-online/.

10 EFF, Surveillance Self-defense: Assessing Your Risks. Available at:
https://ssd.eff.org/en/module/assessing-your-risks.
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g1 Email Encryption
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16 EFF, How HTTPS and Tor Work Together to Protect Your Anonymity and Privacy. Available at:
https://www.eff.org/pages/tor-and-https.
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17 Preston Gralla, 5 great free VPNs for Chrome, Firefox, mobile, and beyond, IT World, 4 August
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chrome--firefox--mobile--and-beyond.html.

18 EFF, Surveillance-Self Defense: Choosing the VPN that’s Right for You. Available at:
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you.
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00555 5Ce[gpEioom00p) FBreeicdBeemEgEn? [gpdeopSieomnddqs PGP email

client 02890300d: copdagEseuzozadi
cSFjeep Bomgp: $E 6e0E3gp: sIxadispdion Tails o3 3p0d:gLopdsasl 208205

e§00590:  version o3 oxges[gllydelops:  coogpeoqepdlgdoopdn  Tails o>
BeomEieom a)ffeeiod coondde0ieasdupd: adindiagpiagp: adf§eontntig o§dl
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pown Tails 2005 2086l 9odo0&odepyP: 0 FpcBsPePad encrypt Cvdee0:ad
2086l 0p8qe20p5 0380586[GlgdagiE 20803 30mz0z05e0:8ELRSLuPcdAN

1 oBfaneqposasiy (93) Bbieapisqy

2086l 3o eypadedigts 1 308:56[gC: J0wrod vLBa38:degE: [§Byr:a0p0e4l
aolel  sagEdsacuodgp:  qoalogadqet:  a3ewpod  edodloppiaddndenigl: o3
omogudes  [PYoo€omngudy  meeolyp:  vOeeonEooanEaopdl  colel  FRE3E:
account $& ofecaonlymamnd:  Y§eqEmog05  sameomEieoon  password  gps
200q[aC: $C [40§E0pdmeal two-factor authentication o3 3203dqg[gEs3algE o0&
RSq|e>> hard-drive o3 encrpt cpdg§copSaacegoidloopd

0S X for Mac 20p5 File Vault 2 0peslaopd 09 03053E encryption 6e0p88 $¢ 300p

condloopbi Windows 10 00pScopds $eoosaggé colei hard drive o3 encrypt cpbeos
coso0pdi 93605 20fopE Windows &1 26003C: version gps§dlon odopodeom

2P [gopdeuqs  Bitlocker 2 encryption software o3 download gop 8E3loopd
20&ei 3Eqp:aB PGP *! 234G 030503EaBuday) encrypt cpdg§copds 9dggod §Eloopdi

208el 03§on 328:65q00pd38l 93 ©uP0d ByPEdEdopdeRs] coCE IgIEdTCVAHYP:N?
0200025080l B[gdod  eeplepq§ Iacunsop encrypt  coSoonsGeoons
[0c00 external hard-drive 3a6lo3¢ 20Celizagpdeacuado? sag§adeapE(Bs back up
c060022qS$  3[03[gjoondloopdn External hard-drive 20pScopds 208:9q[g8: 9Bwupod
eqpoded:§Cfel: §oolgé o0oBwo $& esnded: omaudese spdicubiealgd 3Egpind
encrypt cpboonzeom cloud saedogE a38:e0p5:000:8E2005n Cloud storage service
:6oodGPIgP:oopd Dropbox $& Google Drive 0398 820000066005c0p5%: GE:030005

encryption  0o0loopd:  AloC[BegdofgE  BfjeeEdegSen:aodi  saloqgedee). 03¢
63200501033l a0bn -

19 Noah Kelly, A DIY Guide to Feminist Cyber Security. Available at:
https://hackblossom.org/cybersecurity/#tails. A full list of Tails’ vulnerabilities can be found at:
https://tails.boum.org/doc/about/warning/index.en.html.

20 Chris Hoffman, How to Set Up BitLocker Encryption on Windows, How To Geek, 5 October 2017.
Available at: https: . .

windows/.

21 For a more detailed discussion of hardware encryption, a useful article from a digital expert is:
Micah Lee, Encrypting Your Laptop Like you Mean It, The Intercept, 27 April 2015. Available at:
https://theintercept.com/2015/04/27 /encrypting-laptop-like-mean/#osx.
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e SpiderOak
e Tresorit

e Mega

oolel  melopCiaaepsag|, 0005  0C3padigesapd  ©pda0p503§u303053(30go
30qPo00S5p5ge ©0508:008qs aJownod 2B8:eopdicong§  ABgrgudagSioopdur
2603505 0DionqS0pd: [(gO§E0RSI BmlgE 208el Borgp:  sde
30qPo0S HofgCecdsndoopd seeqEodieom 3a6opCizaepypiad salgoeo odud
qAlepi

poemmesge $0S0d[godeoyPoopdmadl adewrdd sofgiondesepepogl Bé:urde[gc:
73 BJonfgé omd FggfBiesnod &l b [glgCoomiepdad  B:§oayE
operating system o3 [g8¢] 026s08a0pdageigls 3a0lm208 Born?d =g$Beamiy
backup ¢ $83203E: [g8q) restore cpd[gE:oopd sa[0JeomE: d[gEBN Deodes:
060d: B =efgzacs $C [03e03.8E00d Isepudzasotarcdl ©onpdB:
08203 9§0DA30OG: 3205303 backup 00690 g G[PC:8ERY ©¥§:3000
006 3p00:03:q50E 05:02:8E2001

o1 pfr 207200505

00050p8:qpoopd  $00:008:60CRgE  ABJodedlodjoxp:§Eaopbi credBom  gpigomd
3200gq[o0pd oeddesimaopt:s dloCeom GPS cvOeemEqnda0pd 0Cel copdesepa?
edodfoypieosEaopdbi olefiel  Wi-Fi 03 ¢EaonigleaopSoopd: 0305805g00305
0380500:09udeomn  Gypagadlgda0odn Hacker 0od8:o0pd =08:0 network 006903
32004q[Gs 208 :REBE360l0x¢ goepionadlgy e§opdesedlenul cofel metadata
g 9680080820051 qrodejyd ecdeb0pd3adlogE 20usiedle Wi-Fi $& location
setting 0303 BaboosgCaon 3a607Eed: [gbo0RdI

co€eioucdosianaydloteon saejopCizepod o00R0dqs 2acomEsadstdin G&od
encrypt cp5g§ $& 320p00a8 browse cvog§ 830600 K3§ugp: 03 download gg§
52005
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a) Mobile Browsing Privacy

Desktop browser qpze03ad i0S $¢ Android — o3§onsddpocdmacged q§SER:
Mozilla Firefox o eoSo?orSooogé mobile browser o3 download &) 329%{qq$
F[ojgeon:0loopdn  Android - o3§oogpezaedlogE  Firefox mobile  browser 05
32000509C6e0:65:96000  privacy extensions  gpzeanid:  000s08aopdagigopds
9¢[gAloopdn  Apple  o3§uongpezaedlog  Firefox mobile browser 2005  clgepd
c8o50pgp: 16[oP[ergEqP:ad odedomeadieudf: contogpdecmndnntlgn? 208690
[g0e3:0E cagpgeus§ean GEel privacy s3Eep qpdeeELEQbigpad 2o oBdumedl§
afgp: app qpiaBa [groqedgtigioophs *

2086l Bomedl§ cdfedsp0:0000 Gea0GLI00Eo0 browser ©oodeo¢ 005558305
qpP:ad log in 0€epd3aen: o 00535e305¢P:30305 ©§03:60:000:0000 ooep:o mobile
application qpzo? 3203gg[g€:0n SeomE:claogdi

b) Secure Mobile Messaging

00050p8:000de¢ dl§eom message cusd[glimoged Bdade  ssloj[gjonieon
3§oxen Signal vpeslaopd open source software application [g20p5n Signal 2005
end-to-end encrypt cpboon:eam ©S:ealade & 0ooms 1 8303 $C qOOgp: message
cosdfgls 03 o000l GEoopd JeeonCoopd 3acloEizaepa’  ealgodsso
encrypt co6e:0[g¢  cellular network  o3eeng[r3pde0o0d00éigt: [grpdesaopd
0500083 ©200:3:0p0M BeecE[B: ©pdopm E59q{EoRd 1 epbaopdsagSen
3eeonCaopd 020p50303 [4EEEa050R0: wpbaopdaaepad Geeontaopda? o[gESEA
WhatsApp messaging application 20pScopds end-to-end encryption o3 Gos6s
6005000 Signal ¢l codesonCimageoy@ied 2086l message gD 20Ces: 36l
fes0pd  esepenogtaopds encrypt cpdeosconlgliydaopdn  afwoon  safgpiond
GuN5ELN0HM 20¢esmed ddf:q|Oe qfogriagCaopd: BeayrEaoieann message

qpeod [3p099$ 2ol application $E colel vS:sb9000:03 decrypt b oodoesdes
c$3200c8¢epdi EFF oo Android * $& 105 ** 03§oon $&qjrocpesacgod Signal sons

22 Noah Kelly, A DIY Guide to Feminist Cyber Security, explains: “To enable these features in Safari,
go to Safari under Settings, click 'Content Blockers', and enable Firefox Focus”. See:
https://hackblossom.org/cybersecurity/#mobilebrowsing.

23 EFF, Surveillance-Self Defense: How to: Use Signal for Android. Available at:
https://ssd.eff.org/en/node/93/.

24 EFF, Surveillance-Self Defense: How to: Use Signal on i0S. Available at:

https://ssd.eff.org/en/module/how-use-signal-ios.
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e'w]éoé 00690800pdog8 G 0538 =padiggrpdedaopbod  ppSloPsgodypieuioo:

c) Mobile Device Encryption

;gooeomesmnteomn  § Bpodoncdy dgden  03058Eagadruogladep ok
qpeelopE Apple $& Android o3§om apodapdopgpionade deoosIgE opodel
Bomgp:ad encrypt cpdeosconis wS:3a60laE Clo€oood saeloppEazaepa’ hacker
qpase cOffeoqs ceonlgodd mefgsrcsad dodeepadeod[gllyboodn dmelyc
Bfomgp:aopd wo93esl  passcodes * Bowrdd coodegep Touch ID adsglgte
0690¢ 3¢ [gEumeomn cYffesr 3290803 Gondi00AloopdI CvodoDEISIRd:
:e5[¢ 08el Born egpodedioopdzesl Bovpod =58 qoopdsedl safgprongp:
oCeepodfglie 038:86:000:98 Apple oo qod§0e0d0: A3§e egiqudosp b
Beopds 6ed0005008e [g6oopSi Password qpesodiop passcode 03 enadse[grodads
0300705 BooodgpdSesntadd saodlgoooopd

EFF 20p5 how to best encrypt your iPhone % 08 $0536000 c0&:098603 Gocos G

Android %7 03§oxgpe3a0g05  Android blog Greenbot o8acm:0p [giapdeosaonzoopdi

1 Ao 55 Abefbone cobiggfips

e EFF, Surveillance Self-Defence

0)cod:380005 REBE:d[§jeq;: 2oeloPE: ca:BeMERE0d spe0gEy
q&q00009[gdG:  30qPonLd  eonglopdecmndrutiemaco:  3aa(gd
Bigop:oobg $¢ &P oqpbepup $pbicob: 1 sapaapBaasph o3fongp:
$C 680p83¢qp: 00690C0pdRE:as 0odeolqt: qC{gaqpisC 3p00:08:008
06[g3265qP: 300305 20620:805 &R ]EdGP: GwdgEoRRdN

25 Passcodes are a string of characters that function as passwords do but which are specifically
designed to gain access to a mobile device such as a tablet or smartphone.

26 EFF, Surveillance-Self Defense: How to: Encrypt Your iPhone. Available at:

https: //ssd.eff.org/en/module/how-encrypt-your-iphone.

27 Patrick Nelson, How to turn on Android encryption today (no waiting necessary), Greenbot, 19
September 2014. Available at: https://www.greenbot.com/article/2145380/why-and-how-to-
encrypt-your-android-device.html.
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e Committee to Protect Journalists, CPJ Journalist Security Guide: Covering the

News in a Dangerous and Changing World

oJcobsog&el ‘Technology Security” 92880005 e005a3006q803 3207
20030060:0000208] $& 2053000503 AB[Feoa0pdssl msdals cows

qp: §EaBEe5q20p0 B6:afgpadaqp:a? §9:0pes s(0f cusozadi

e Tactical Technology Collective and Front Line Defenders: Security in-a-Box —

Digital Security Tools and Tactics

o) 30q0onud cdeqr ubREa0R5 3dqdoLd[fessel 326[gd c0eom
o0apigP:0d 3050906e[qoond: ofelgd 520332600: 3BqIBLS AYl§ies:
6a0pd3 $C ofeeonCagp: 006e0C0pdpt(l: odqes seeotadod
C0&sR8]|0dqP: GOxG:000:00p01 GE:0pd 300n0B:008 3pOEGP: 320305
0p03qdeomn  98:008qEe3Cqo0pd 30qBoLS [Bb:efepodegpie 99030305
2903 onRWdes $p5:0d:03 Ffpjeranpd  Ba0gdsE oda5p8esmE
[ge9S0onieom ‘Community  Guides’ o3copb:  Gosdzaonsdloopdi
ocobipphaodapiooph  cPesapispbegpiascge’  cfmbqodep:  $6
2005a38ep Bomgp: $¢ $0:050qpezed] 33260003 Bo5p8eznt
[g098002:0005 safoidloCaopbi (puws , Guide for LGBT activists in Sub-
Saharan Africa)

e Privacytools.io

o) 0055583050005  0dmEIdedlep  2A3odEicdad  eenglmpd
eaonodpdglimaalopss  coonCizagEdgp: eodjqoonf:  GE:od0d
omogudqs VPN provider qps 1 browser testing tool gp: $¢ add-on gp:

0620303 BfongpizaciopE: cudlyaonioopd

e We Fight Censorship, Online Survival Kit

oJcodpSon solemlgodeomadgadempPagngs $¢ cofel soodogudes
qps $¢ 2090532000503 Adfeoqs $pd:c0bigpiza: 20&a3 collopieuqd
coodecy, g8Cpd Bodgp: 1 pJorad  $E  $0:0504p:
GOxn:000488 ” 000050pame “o0onl: & Ic[oPEaaepEagIESIICOSYP:
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08.$:q|18<‘~$[§: oaemom:c@c@ooésg:ﬁqps 80808073:@8:0%03@ Nolor o)
qps 1 ZBrqqp: Bouopdd sacpiBodolenigfjoond spdeqp: of Rhivked
$05:006:582007 7 600050G0:S ROgEOAloopdH

e Digitaldefenders.org, Digital First Aid Kit

oJcobzpsa0pd " 30qBondBGelgradgel scogqeagpiadiid o3 qEe3E
GSQOPEP: 330305 §dieacomodIoegS  qodgudaopdi  Kit 205
ap3ag¢306e 00R00gP: | eaRGAlgP: | agdepsonadlogongp: $& 09pod
B0SBE  3cd8cdeqp: $¢ qEB8Cesqa0pd  osudaioowgpiza0g05
B0503E[gdgodgp  Bodgp: 230D LS [§oelgpoddesean
p08c0mdemed mpBeugs 30qBudedEep 64,6lgion0g, - first
responder gqps 820305 cL&:R$OdGP: GoR5GELAl0Rd

e Hack*Blossom, A DIY Guide to Feminist Cybersecurity

ocodipp§aopd " q§boog oo§GmafjapialonayffeqioBiornssd), s20305
[9p560643[8r wodgs:c0pb8Ee0mm Bods0adaa0R8:0009 [90es” qpdged
20001 oS REBEemo0pd0ad pdepigEaoSan’ cB8:a36:qS 1 hack
200006[gCs0 eeplepias ¢ RESE: $C 0B§ournz§mro: saadizrcdlo
0530005 0005503320305 §00:008:3260] 3s[0E0:c0n:AlooRdI

oor 75&3:0&999070996] 2
Add-on

"3a[gi3200:5680788 006903 [g[4Eed:0fd: GE:mrR0Ed Buwpod gégrd
§E20p0326pa3 6[PEideuiean 68060 328058238 0od9I Add-on gpzoopd
ofopomadaocd web browser 930upod s3eeicd 6e0REG030RE  03053E
0Qoddge Bewrdd dffesiadlep vdeamaqp: edlEcopdeu:dEaopdi
2:0§,6000 add-on  qp:oopd  saqEdmeenE[geon  malware  gpigdoolgE

28 The definitions in this glossary are all taken from the Electronic Frontier Foundation’s
Surveillance Self-Defence Glossary. Available at: https://ssd.eff.org/en/glossary.
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§260p060mE:§[8s 0oepioaCigbeqaopd add-on gpadan install (des 0gdod
oa§oa\o_5u”

Commercial VPN

"Bsggd Virtual Private Network 00692005 20fel 32Eoms05 soodagudes
qpod 2903030038  network ©o0deol dffjg> cLodsoCnd: Jeeonleod
Gon6:00p) 0ga8mn 08eeoly 0od[gdaopdI Adad[gpdgtizaoged 30
Gogpmed 208 Japodoog $& CESSG FPgESTCVSGP: IIRANOD 63
network qpze  0RuSondeut00gglgdoopd Befopé =a&ieasni  30d0d
20ezgs 930005 10d[58dgE[gt: ©§oopd 63008 ISP gps Bewrcd 3o
meogpiel gfe  Sgjeon:onsdloogdi VPN 00692000 [gEu8EE  ondoog
26[g8058E[3: 630063 000 00HRLOGYP:d NRWOeS $E 3§jEo00:
280¢ 908e0[§056005603 eeplaptiemPlgodes $69000:30305 soadiol
Oloopdi 8am2500:q05¢0  RSqEdsRedlogang ZagP:od Bidyd VPN &
2:098:38:038  decrypt pd[gts [3da0phi BcaopSen 2lel FpESEamadl
agosongad Bagdgd VPN (& GEs00pdoond8E¢) oo S:unlogpdqe olgielonpt:
oS BoBa c§eabGuapS”

Cookies

“Cookies 20p5 005oda80dqpin cofel browser o3 woddeseoqs §E[gopd
0059550510000 00d9[gb0pSH Cookies gp:0Rd V=M 005IHBadGP:
206598 RE3E:eq005005:qp: LGS B 05 egegSaqpP: 9B6:e0p5:
0o%q§ 9Be0pod 005058305 0069ad log on oeeprdes: s00HB§:congs
[308E€c0eqE320305 GBEO0SC0E00Y 00HD5p5:0pI0209 [§Ba0pdN 2030000
clgepdfat: $¢ WIS 3a[gtimaep comadelopEs cudup(gt:n? g&ieeonEE(d:
a33202056[oPE 00505a805¢00pd 20803600588E6pdi "a0Eonud3 ognzaopd
052005 03unod oG0Sl ©pdoopd 3aeeEizaepa’d  Bodolansoopdi”
020p0[g¢ 33a8§8CEedn B 0cd5odaB0dapE 20fell account efogiEeomEo
236005 log in 080020005 38l adad BEEAkadN
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Cryptography

"2000&:00m8qPi0? 3[EPEe0005e3E PN §0:mé$598: 0§03 CE5$a00
3godqh $¢ C003dqupes agl,9050p5gp: Jewpod goderesdap: Ge0gad(ge:
$200050p0"

Decrypt

"0 §.0052000E:007:0089 Bewrod !goHALNHEY §0:0008Ee3NE GdLy
2001 Encryption [gopd[géiesnndogude 8odopeajodzaopdoopd coaddqdes
§p5guS002:0000 8IS a3ewr0d cp3REEa decrypt b 338l Gdoy
%&9@ oooo&omo:qp: o$o%:q$ @803éu "

Encrypt

2000839052005 Bewrod  so0dagudess ©pdaopd GGk Feog05esd
encryption  $p5:0p0  200d:qo0pdI  0)epdi0G0E  200EiIGEDIAVD
a300r05 e00da3056qe0d 208glude§oopd dedlodesn ddegpEieoanpdode
930250003 0jj.p0deapqijacph apefied Boopdd d3famm grogd saopl:
[g$copd8: ecdopesdladgbesnt  [grpdoonoopdi ofsedsodon 200ol:
0053000530105 200 §urd:B8E0503 13§2005002:00001 F20S6[PE
Beadd 0§m§000d af.905eomngrdedayé encryption o ePE{gSars(Se
©02000E:YEd0S [g§qesNnt [grdes o[gd§E0pdme03050¢ [gdaopdi
Encryption 20p5 cryptography ¢el200d 0pongd $0d00d sa038: opdicloCaopd
$05:0p0gP:gRSe 0009[gd200N

End-to-end encryption

“End-to-end encryption o> 2000E:007:008903 GEsell erudeeonEopm ad|,00d
20008:00m:0069m[gd e[PpEieuids GEel 6500580:0059q§ oo 3a8¢lud
[g$esdopelozps coogpeoaodi Encryption & safgr:ddgp:ond 00030038 oo
c066e0nE200d  encryption  3360I8865q8C0p51  aBa3gdaopdenognd  ¢g:
©20: $C 0050005¢) FFGPE0pd WI[0OBAAYeg §8 Bza6a00N End-to-
end encryption 20p5 encryption o3 [o3p:0€e§nCuadqs Bewpod §ewndes
96200000 303 qPidl 3EEIREOTD eagpgewslgs cuoonuyEyE 39
6080 E:00000p woduRcoE oS
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Key

“Cryptography o3¢ o083a: 20008:00:000903 encrypt cvdes Bovpcd
decrypt cp6q$ g:qpd0o3e0:00pd 3905320005 323E:300069[gd20S”

Malware

“"Malware 00005 malicious software 330305 220360m0500:0dgd200N
GGen 208el MBfomnmmedionpl ©adaueadoopd YdePiegp: Gaotgadas
060005002:0000  §oqdgp:  [§B20d1  RSQYEISEOdgPEooES  malware
[000p5n Password gp: §:030005 0§oqdgps 90803 a§j.000g0 2053220
06:0980509:0005 0§0gS Bewod cEN TGNV EBHPS LV0gSd
qpz0opboopds malware o&[gdoopSi ”

Metadata

Metadata(a300p0d 3290530005360 3pE3ag0d500005")  20pd  2000E:
20905320005 030503C03q] 00 2000E:3gEOIVMYE 2005e3Eep peloPE:
soepyp: 320:09:08[gd20001 Befopé 0008007000961 e[ E3ePa00
metadata ©0pcddll 28605  ©pdopen  pdoopdmag§opt  epbaopdesepe
0pdopad  BeecnCoopd e30p) FqodsMEcdid metadata o $osOGPEO
[§83100p51 ooepreqosdgproopd sadlgpigoopé saeloppCisaep 03 metadata
00053 spomzngudeodonoopdl powd  3eedm$oRt  coeppuesddics:
0068, woddodBiel efiealadend §9:6000Cqs 0gB:836600500pS: 208
oesloBPaopiopapronglafqupa qf8sEad qpigadejogadopgosé comtia}
§Ea0pbio8e005 metadata 2005 saslqpigop saclopEimaepyPigrn? Geda0od
0d![g8ERE GE:mmesdlgoopd =agdmac0dsp50n 0gEIBad[gE SomZanRLd
co:q$ a33260l0000n

Online harassment

"380560502:0000 2000[g¢ 32648ld6[gCs 3205395 0620050005 80:805
caonlqod[gls 1 qO8C3nq B&se[gpaddegt: 1| 65005600056 3c305dqgE: |
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280056[q0d  qdloPpg> 3650¢ PLRSIGLdG[RE: $¢ BESE:0Cpeq
20657CH00053260:9[gE: "

Operating system

PGP

“op&qjlemondadizaediogt g 0§ogogpPizIiadiad copduodenieom v§rad
oodgi Windows, Android $& Apple @i OS X $C i0S o3sa:d:o0pd operating

system sosoGps [§620p51”

"PGP or Pretty Good Privacy 20p5 public key cryptography el ocowsds
6608$:02:60000005603,32607EI0pSeEde  daO[ghoodI 63 v§oBon
Phil Zimmermann 20p5 cgOgpoo0S[ogopgp: $C SagpsopgPn podel S2a3E:
2288203 0200p058Eq8 3B 0§0qEND opEo 95603E GaEoEHAPOI LVOgBRRD
266§m8 [GE00z¢ (40371600038 00000 ee§mEsa8iqeEl coepol dob:
00650:903  $3qoopdn B:Son  sameomoopd public key encryption
OloCa0pd 03§umspSicudigps [gododmrsenjgdont[gionpd aeedmé poes
3 §rew0dqoc(gdaopdi PGP 2000 Bidgbeepliqoopd ee0pd3ooodons
g0 c005Q:fes00051 PGP ongaadigjoonaopd opodeom =oefgd 62005005
QOO0 3298 FeomnEecopdesdooneon GNUPG (or GPG)  vpeslaopd
seScobichoogS: qffEoosSs §odpoctioons wfifsoghodeeSiEosd oges
600 gPndspdia3s spadigjooneomeopE crzagP:aopd GNUPG o3 3%y
65$0p039lc00C PGP key” oode 220dig[g: oJoupod “PGP message”
BeeonCgtun qpdarsdondloogdn

Risk analysis

"op&qjlo> d[§ieasopt risk analysis e3o0pben B&selgpady 633E[gE8E0Rd
2¢35006:03 0905q/0[g¢Hgd20pd 9B GE:ode emaRLdes vpdy 22:805
qopd03  B8E0pd[gdooodn  0Cel  IgEdmLn5a]  dBS:gIdy  aJewrod
qupodidgC  90:q:8Co0pd  spdrcbiedils  elgpadlgrign§8Eilaopdn  Beadd
20§,0000 oq§00d  $pdic0bigpicond  [308Eelg  Fspb:dloopdi  ssepd
27[god 905:00[g8: 83a0pden ©pdaopd Bé:efepodeypideo, :e3as05

29 Maeve Dugan, Online Harassment 2017, Pew Research Center - Internet and Technology (Jul. 11,
2017), http://www.pewlnternet.org/2017/07/11/online-harassment-2017/.
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20600000%G: ©p500mePEPIde0, Bio0usqs vadecmodesnt [gbyig
§P2dkegseoopd a3uupod  GodieRsepud[gfl[gtiod ( 98ewrod 98a305805qS
00580g§:00001) 09 8god[gEsd [gdloopdn Threat modeling ogEfogpddli”

Threat mode/

VPN

" oolel 32q0530009200305 208 30m30R05 vrc80pd  3pGjE3PoNgP:
meloPpl:  oydiefpigy  0dopod3Egrro0pd  odiongobionde  [gBaopdi
$05:0062 9300p0d 03058050p SoGjEEPoNiENdEl G50 000R05eS ©[gbSE
adelopé 208el 2553000503 ABqiCaopdaagp: 1 6o 238 Caopdaaep
$C 2003 quaslepd $p0:udiodmaed 3:gB0500E0pdI 2o€m SomZARLS
0pqs 8600220005 [§68EguSfeom BS80Sy 2003360:3: GdERdLHER?
threat modeling vpeal 2000 §&elgpodg Gdcud - threat model o3 qfj[G:0005
$C risk analysis 06903 ¢a028go58E(G [gdloopdi”

“Virtual private network 0089205 saComsodel Zalgriondonode =8 sa0pds

ob9el network o8 2086l op&qoed Oge 00503058  spdiosd
069[gda0p0i VPN 006903  3200gjoopdees]  20Cap&qjiomel  s0050905¢
80200503 20ponp  9B6:0005(G: encrypt cpbom o mafgp: 33 300053
coode08mbieosoopdl odesepogt decrypt o [g§copdelggem Gl
080§:03E23 BesonCaui0pdi 38320560 network aBewpod dgoydjgean
2280505606 3afgpiopdoopdmpSyjlomescgndesd olmSyjomel comnEdg
2000 208ell oopdesepe ©uPodd 208300 ca0ddedlndesdloopdi
VPN gpad Bagmteqe codekegpion gosopts 30qCimnjgdgpsad cdf§ieon qop
a%:89C GaoodgeLgS =aaddg[e300pdn ( 8E server gp: a3ewrod vgom
qP0393) 00da8s0qc0gPincopd: 633354 90E0[g0E0m059a3 cogPagied
2300r05632356600E[3PDE05 RGN YIS[gPieeq G330 [0g0005m
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