
	
	
	
	
	
	

	
	 	
	
	
	
	
	
	

     စာနယ္ဇင္းသမားမ်ားအတြက္ ဒစ္ဂ်စ္တယ္လုံျခံဳေရးလမ္းၫႊန္ 
 

 

 

         ဒီဇင္ဘာလ ၂၀၁၇ 

	 	 	 	 	 	 	 	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	 	 	 	 	 	
	 	
	
	 	 	



Myanmar: Digital Security Guide for Journalists 

 

The Centre for Law and Democracy is a non-profit human rights organisation working 

internationally to provide legal expertise on foundational rights for democracy 

 

- 1 - 

 
 

                                                   1 
 

            ၂၀၁၇ 
 

၁။          
 

                                                         ႔               
                                                                                ။ 
   ႔                                                                                
                                       ။                                 ႕ 
                 ႈ                      ႔                                        
   ႔                                       ။                               
                                                                              ။  
                     ႕ ႈ                                                          
    ႔                 ႔                           ႈ                         ႔                   
                 ။   
 

                                                                        ႈ           
                       ၊    ႕                               ။                    
                 ႔                                                                 
                                                                                      
                              ႔                                          ႈ         

                                                 
1 Portia Karegeya,                 ၊                                                    ။                 
                                         ႈ           -                        -                    ၃.၀               
                        (Creative Commons Attribution-NonCommercial-ShareAlike 3.0 Unported Licence)     
      ။                                                                                                
                    ႈ                                                                   ႔                              
                     ၊     ႔    ၊                                   ။                          ႈ                    
      ႈ        ။  http://creativecommons.org/licenses/by-nc-sa/3.0/. 
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                 ။       ႔                 ႈ                                    
                               ၊            ႈ                                  ၊ 
                                   ၊                                                    
        ။        ႔                                       ႕                
                                                                          
                 ႈ                 ႕      ။    
 

                                                      ႈ               ႈ       
                                 ႈ                                ။            
                                                                      ။    ႔         
                                                                       
                                                ။     ႔                       
                      ၊                                               ၊              
                     ၊                             ၊                               
                                                                        ႔       ။ 2 
 

                                  ႈ                               ၥ                
                                                                              ႈ           
                                          ။                                   ႈ      
၂၀၁၄                                                                       
                                                    ႈ                    ႔                    
                                          ႈ                                          ႈ 
                                                                                           
                      ႕          ။ 3 ၂၀၁၇                                         
                                              ။                             
                                                      ႈ                        
                                                                                 ႈ  
                                              ။4  
 

                                       ႈ                       ႈ               
                                                      ႈ               ႔             

                                                 
2 Maeve Duncan, Online Harassment, Pew Reaserch Center, 22 October 2014, p. 5. Available at: 

http://www.pewinternet.org/2014/10/22/part-1-experiencing-online-

harassment/#demographics-of-online-harassment. 
3   

4 Maeve Duncan, Online Harassment, Pew Reaserch Center, 11 July 2017. Available at: 

http://www.pewresearch.org/fact-tank/2017/07/11/key-takeaways-online-harassment/.  

http://www.pewinternet.org/2014/10/22/part-1-experiencing-online-harassment/#demographics-of-online-harassment
http://www.pewinternet.org/2014/10/22/part-1-experiencing-online-harassment/#demographics-of-online-harassment
http://www.pewresearch.org/fact-tank/2017/07/11/key-takeaways-online-harassment/
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   ႔          ။                                                       ႈ                
                                                 ။ 5                              
                                      -                    –                 ႕ 
                                                                             
                 ၊                                                             
                                                              ႈ     ၊               
    ႈ                  ႈ   ႔                                    ႕                       
           ။  6                         ႔                                                  
                                                                      
                               ႔                          ႔                                 
   ႕          ။ 7  
 

                                                                         ႔          ႔ 
                                                  ။                       ႈ 
                                                                                          ႈ 
                                                                  ႔                  
                ။ 8                                                                
                                                                           
                                                                   ။            
                          ႔          ႔      ႕                                ႈ        
                                               ။    ႔                     
                          ႔                                           ႔           
                                                                                          
                                                          ။    
 

                                                 
5 Elana Newman, et al., “Online abuse of women journalists: Towards an Evidence-based Approach to Prevention and Intervention” in OSCE, Representative on Freedom of the Media, New Challenges 

to Freedom of Expression: Countering Online Abuse of Female Journalists, 2016, p. 49. Available at: 

http://www.osce.org/fom/220411?download=true. 
6 Recommendations following the Expert Meeting New Challenges to Freedom of Expression: 

Countering Online Abuse of Female Journalists, 17 September 2015, in OSCE, Representative on 

Freedom of the Media, New Challenges to Freedom of Expression: Countering Online Abuse of Female 

Journalists, 2016, p. 5. Available at: http://www.osce.org/fom/220411?download=true.  
7 ARTICLE 19 and AMWIK, Women Journalist’s Digital Security [sic], May 2016, p. 4. Available at: 

https://www.article19.org/data/files/medialibrary/38757/Women-Journalist's-Digital-Security-

Kenya-2016.pdf.   
8 Jennifer R. Henrichsen, et al., Building Digital Safety for Journalism: A survey of selected issues, 

UNESCO Series on Internet Freedom, 2015, p. 14. Available at: 

http://unesdoc.unesco.org/images/0023/002323/232358e.pdf.  

http://www.osce.org/fom/220411?download=true
http://www.osce.org/fom/220411?download=true
https://www.article19.org/data/files/medialibrary/38757/Women-Journalist's-Digital-Security-Kenya-2016.pdf
https://www.article19.org/data/files/medialibrary/38757/Women-Journalist's-Digital-Security-Kenya-2016.pdf
http://unesdoc.unesco.org/images/0023/002323/232358e.pdf
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၂။              ႈ                                                            

 

                                                                                     
    ႕                                                         ႈ                       ႈ 
                    -threat modelling                                  - risk assessment 
   ၥ                             ။                              ႈ           ႔             
   ႔                ႔               ႔                                   ။                   
                ၊                                                             ႈ       ႈ     
                                         ႈ   ႔                                           
          ႔                                                                      
             ။   9  

 

The Electronic Frontier Foundation (EFF)                ႈ                            
                                                                       ။ 10 

 

၁.                                     ။ 
 

                                                                       
                                        ။     ႔                     ၊      
                 ၊            ၊                                          ။    ႔      
                                                          ၊          
                                                          ႈ       ႔             
                                                       ။   
 

 

၂.                   ႔                   ။ 
 

                      ႔          ႕                  ႔                 
                                                                ။         
                       ၊                        ႔                            
             ။   

                                                 
9 Della Kilroy, The Storyful Podcast: Digital Security – How Journalists and Activists Can Be 

Protected Online, Storyful, 31 January 2017. Available at: 

https://storyful.com/blog/2017/01/31/the-storyful-podcast-digital-security-how-journalists-

and-activists-can-be-protected-online/.    
10 EFF, Surveillance Self-defense: Assessing Your Risks. Available at: 

https://ssd.eff.org/en/module/assessing-your-risks. 

https://storyful.com/blog/2017/01/31/the-storyful-podcast-digital-security-how-journalists-and-activists-can-be-protected-online/
https://storyful.com/blog/2017/01/31/the-storyful-podcast-digital-security-how-journalists-and-activists-can-be-protected-online/
https://ssd.eff.org/en/module/assessing-your-risks
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၃.             ႈ     ႈ                                                    ။  
 

                                                                                
                ။                                                           
              ႔                                                            
                                  ။                                   ႈ       
                                         ။ 
 

၄.                                  ႈ                                ။  
 

           ႈ                                 ႔                                ။ 
                                                                                   
                 ႔                                                                  
                               ။                                           ႈ 
                                                                            ႈ 
                                                 ။ 
 

၅.                                                                            
                        ။  
 

                     ႈ                                                             
         ။    ႔                                                              
                                    ၊                        ႈ               ႔ 
                            ။      ႕                 ႈ                  
                    ။  
 

                                                                ၊        
                                    ၊                                     
                                                                  
           ႈ                                                         ။                 
                                                          ။ 
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             ႈ                                                                    
                                                                              
                            ။11  

 

၃။ Passwords  

 

            ႔                                         ႈ                               
                                              ႔                             
        ။                              ႈ                                                
                                                       ။    
 

a)              Passwords 

 

                                                                ။           
                          ႈ                                             
                     ႔                                                           
       ။       ႔                                                          ။  
 

၁.                   ၊                                                         ။ 
၂.        ၊                 ။       ၁၂         ႔         ႔              
            ။ 
၃.                               sites/services                               
            ။  

 

                                      ႔         ႔                                         
               passphrase          ႈ                        ။                 
                                                          ႔           ႈ             
                           ။       cowplantfridgeshoes)   

 

                                ႈ                                                 
                        ။      Diceware Word List.

12                        

                                                 
11   

http://world.std.com/~reinhold/dicewarewordlist.pdf
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                              ။                                     ၁    ၆ 
                                 ႕                        ၅                          
           ။                                                                    
         ႔                                       ။ (                          
                   ႕                 ႕                                          ႔     
                                                 ။                                       
   ႔                                                      ႔                            
          ႈ               ႔                        ။                                         
                                                                              
                                     ။                                          
                                                                       ။ 
                             ။  13  

 

 

b) Password Managers 

 

Password managers                                                               
                                 ႔                                            ။          
                          master password                          ။ 
                                                  ။    ႔                       
       ။                               password manager      ႔ ၀                    
                                                                                
encrypted vault                      ။    ႔         password manager         
                                                               ၊                   account 

   ၀                                                   ႔                        
                                                               ႔                         
                         ။  14  

 

 

 

                                                                                                                                              
12 Dice-Indexed Passphrase Word List. Available at: 

http://world.std.com/~reinhold/dicewarewordlist.pdf  
13  www.diceware.com            ။  
14 Allan Henry, The Five Best Password Managers, Lifehacker, 22 August 2017. Available at: 

https://lifehacker.com/5529133/five-best-password-managers. 

http://world.std.com/~reinhold/dicewarewordlist.pdf
http://www.diceware.com/
https://lifehacker.com/5529133/five-best-password-managers
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            password managers      ႕               ႔        ။ -  
 

 LastPass 

 KeePass  

 Dashlane 

 Roboform 8  

 1Password 

 

c) Two-Factor Authentication15 

 

                                  two-factor authentication                              
                                                                                                 
       ။ Two-factor authentication                                             
                                               ႔                                  
         ။                                                    ၊          
   ႔                                               ႔               ႔                  
        ။                                     ႔                              ႔  
                                              two-factor authentication               
         ။ Google, Yahoo, Facebook, Twitter                                       
         ႈ              -                                        ။    
 

Authy                            two-fa                                      
       ။  
 

                                                   ႈ -hacking    ႔      
                   ႔                                                   ႔               
   ႔              ႔              Authy application                        ႔ 
                      -                                                    
        ။             ႔                                     ႈ          offline       
                               ႔                 ႔        ႈ                      
     ။    ႔           Authy-registered two-factor account         encrypted 

cloud                                                                     
                                                                 ။     

 

                                                 
15 Google, 2-Step Verification. Available at: https://www.google.com/landing/2step/. 

https://www.lastpass.com/
https://keepass.info/
https://www.dashlane.com/
https://www.roboform.com/
https://1password.com/
https://authy.com/
https://www.google.com/landing/2step/
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၄။ Email Encryption 

 

               ႈ                         application                    ႔                        
                                                    ။                  
                                 ႈ                                                   
    ႔                                              ။ Encryption                           
                                                                                    
                                                                   ။    ႔              
          'secret key'                                                                  
                                              ။     
 

Pretty Good Privacy (PGP)                                                            
                                      ႔                                                ။    
                                        ႈ                                          
                                                                           ႔          ။ 
PGP                                                                               
                  ႔                                                 ။    
 

                               ႈ                                       ။  FF   
Windows       OS X                                                           
                                          ။  
 

၅။       Hacking and Phishing    ႔                      
 

                                                                                
                         ။                                                    
              ႔                         ႔                                      
           ။                                                ႈ    password       
      ႔                                                          ။             
                                        ႔                                            
                        ။          ႔                                                
                                                                          
        ႔                         ။                                             
                        ႔                                           ႔              
                                                           ။   

https://ssd.eff.org/en/module/how-use-pgp-windows
https://ssd.eff.org/en/module/how-use-pgp-mac-os-x
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                    ႈ                                               ႕                    
       ။ -  
 

                                                                          ႔      
                                      ။                              
   ႔                        ႔                                             
                      ။             ႔                         ႔      
                              ။ 

                                                                   Hacker         
     ႔                                            bug                ။ 
                                                                    
             ။   

                                                                  
                                                                         
           ။     ႔                                                        
         ။   

                                                       password manager 

                          password manager                              
                                                                        
                                                                         
                                                                    
      ။                                                ႔             
                                                                      
                                                                               
           ။    ႔                                         ႔            
                      ။    ႔                              ႔                  top-

level domain                     ။  top-level domain     '.com'       ႔ 
                                                 ။        
“   .            .   ”    “   .tras       .   ”    ႔      “   . transfer 

wise.cam”                   ။ “     :  wwwtransferwise.    ”            
           ႕                                               „   ‟         
                  ႈ                ။    ႔           .       „ ‟           
                 „    I‟          ႔  „ ‟                                        
        ။  
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       ။     ႔                                           ႔                 
                                                                       
      ။  

 Facebook, Google      ႕  Twitter     ႔                               
                             ။                    ႈ                   ႈ       
                               ႈ       log                                     
      ။                                                               
                                                            ။       ႔             
                           ႔                                       ။  

 

                                                                            
            ။                                                                   
                 ။                                                               
            ႔                                                       ။ www.sharklasers.com 

                  ႔                                                       ႈ      
               ။   
 

                                        ႈ                ႈ                              
                - privacy settings                                                               
                           ။                                            
platform      ႕                                                                      
   ။   
 

 Facebook  

 Twitter 

 Linkedin 

 

၆။                                                                          
      ႈ             

 

                          ႈ ႈ            ႈ                                            ။ 
                     ႈ                                                       
                                                                 
                                     Cookie                                     ႈ 

http://www.sharlasers.com/
https://www.facebook.com/about/basics/stay-safe-and-secure
https://support.twitter.com/
https://www.linkedin.com/help/linkedin/answer/267?lang=en
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                                                   ။                         
             ႈ            ႕          ႈ                                         
                                                                       
                                    ႕        ။                         
                                                                                  
    ႔       ႔                                                                   
                                          ။                            
                                        ႈ    ႔                     ႈ           ႔      
        ။                                                       
                                                                               
                                               ။     
 

            -F              ႈ                                ။                 
                                                                            
                           ႈ                                                          ။ 
                                                                           
                              ။                      ႈ                                    
                                                  ။ Chrome, Safari, Internet Explorer       
F                                                      Firefox                
                                                                       ။       
                                                                                    
                                ။                                       F           
                          ။    

a) Browser Extensions 

 

                                                   ႔                            
                                                                 ႈ       ႈ        
            ၊                   ႈ                                                           
   ။        ႈ                                                                    
                      ။ -   
 

 Privacy Badger:                                      ႕                      
                             ႈ                                  ႕        
                      ႔        EFF     browser add-on                 ။ 
                                                                               

https://www.eff.org/privacybadger
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                                         ႔                           
                   ။       Chrome, Firefox       Opera                   
                      ။ 

 

 HTTPS Everywhere: EFF                                                      
                               ႈ       ႈ - browsing                 
                  ။                                    ႈ                      
         ႈ                    ။ Privacy Badger       ႔      Chrome, 

Firefox       Opera                                               ။   
 

 uBlock Origin:                                   ႈ                     
                                                                               
malware , viruses                                         ႔                   
                                   ။      Chrome         Firefox             
                 ။   

 

 Disconnet.me:   extension                              ႈ       ႈ          
                                   ႈ                                         
            ႈ       ႈ               ။      Chrome         Firefox                
                  ။ 

 

b) Tor Browser16 

 

                                                                                    ၊ 
                                                                 ႈ      
                                Internet Protocol (IP)                               
             ႔                                                             
                                        ။              ႈ                           
                          ။    ႔                                        ႈ           
                                    Tor Browser                                    ။   
 

Tor browser     Tor network                                                    ႔ 
            ႕                                                                  ႔   

                                                 
16 EFF, How HTTPS and Tor Work Together to Protect Your Anonymity and Privacy. Available at: 

https://www.eff.org/pages/tor-and-https.  

https://chrome.google.com/webstore/detail/privacy-badger/pkehgijcmpdhfbdbbnkijodmdjhbjlgp?hl=en-US
https://addons.mozilla.org/en-US/firefox/addon/privacy-badger17/
https://addons.opera.com/en/extensions/details/privacy-badger/?display=ru
https://www.eff.org/https-everywhere
https://chrome.google.com/webstore/detail/privacy-badger/pkehgijcmpdhfbdbbnkijodmdjhbjlgp?hl=en-US
https://addons.mozilla.org/en-US/firefox/addon/privacy-badger17/
https://addons.opera.com/en/extensions/details/privacy-badger/?display=ru
https://github.com/gorhill/uBlock/
https://chrome.google.com/webstore/detail/ublock-origin/cjpalhdlnbpafiamejdnhcphjbkeiagm/related
https://addons.mozilla.org/en-US/firefox/addon/ublock-origin/
https://disconnect.me/
https://addons.mozilla.org/en-US/firefox/addon/disconnect/
https://chrome.google.com/webstore/detail/disconnect/jeoacafpbcihiomhlakheieifhpjdfeo?hl=en
https://www.torproject.org/download/download-easy.html.en
https://www.eff.org/pages/tor-and-https
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                                        ႈ                                     
     ။ Tor browser                            ႔                     ႔      
      ႈ                      - whistleblower       ႔                        
     ႕                                                                             
                                                 ။ Tor browser       
                                                     ႈ                          
                   Tor network                      ႈ                         
                                                     ။    ႔                          
                                                                                   ႈ 
                                                          ။   
 

                                     Tor         ႈ       ႈ                        
                                              ႈ                            ႕ 
                       ။      F                                                  
   ႔                                                     ႔         ႔      ႔                 
                           ႈ       ႈ                                                
       ။   
 

c) Virtual Private Network (VPN) 

 

                                                                                    
                                                    ႈ                                
                                        virtual private network (VPN)           
                   ။                                                           
         ႈ                                                                 

        ႔               ႔                                 ။    ႔             
                  ႔               ႈ                      ႈ    VPN server   
                                      ႔                                          

                                          ။                               
                                                                                  
                                                                  ႕               
                       network                                        
               ႈ                                  ။   
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                                                      OpenVPN       ႔     -       
                              ႔                                        ။    ႔           ႔  
                                                 -                            ။ 17         
             VPN provider                                                  
                                      ႔                                           ။     
 

                                                                                       
                                                                            
                        ။ VPN provider                       ႈ                       
        VPN provider                                                             ႔    
                        ။    ႔                                                   
     ။                                                  ႔                       
                   ႔                         -                                       
              ႔                ။                                 ႈ                   
                                                                              
                                                            ။                   
                  ႈ                                     I                  
                            ။      I                    ႈ                               
   ႔            Tor browser                       ။ 18  

 

                                                                ။ -  
 

 AirVPN  

 Feral Hosting 

 CyberghostVPN  

 

                                                                       
                                                                      ။ 
                                                                                         
 ႈ                ႈ                                                              
                     ။                              ႔                         
                                                                                   ႈ 

                                                 
17 Preston Gralla, 5 great free VPNs for Chrome, Firefox, mobile, and beyond, IT World, 4 August 

2014. Available at: https://www.itworld.com/article/2696891/security/5-great-free-vpns-for-

chrome--firefox--mobile--and-beyond.html.   
18 EFF, Surveillance-Self Defense: Choosing the VPN that’s Right for You. Available at: 
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you. 

https://openvpn.net/index.php/open-source/downloads.html
https://airvpn.org/
https://www.feralhosting.com/pricing
https://www.cyberghostvpn.com/en_us
https://www.itworld.com/article/2696891/security/5-great-free-vpns-for-chrome--firefox--mobile--and-beyond.html
https://www.itworld.com/article/2696891/security/5-great-free-vpns-for-chrome--firefox--mobile--and-beyond.html
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
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                                   ။ VPN provider AirVPN        ႕                        
                ။                                                       ႔       
   ။ -   
 

 Viscosity  

 Tunnelblick (free for Mac) 

 OpenVPN (free for Windows) 

 

d) Tails 

 

Tails operating system                                                        ႕     ႈ 
                           ။                   web browser                 
                         ။ Tails                                                        
             -                                                               
                                   ။ Tails                                            
                                    ႔                                       ႈ          
                           ႈ                                                       
      ။ Tails            ႔                                                           
   ႔                                                      ။    
 

           ႕             ႈ                                                            
                                                ႈ                             
                                                                                
              ။    ႔                       ႈ                ႈ            Tor network    
                   HTTPS Everywhere                                              
                                         ႔                                             
                                      ။   
 

                                                                                        
                                                                  ။         
                                                                               ႈ       ။ 

https://airvpn.org/
https://www.sparklabs.com/viscosity/
https://code.google.com/p/tunnelblick/
http://openvpn.net/
https://tails.boum.org/install/
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                                                                            ။ 19 

 

၇။                  ႈ (   ႔)              ႈ   
 

                            ၊                  ႔                                         
                            ႈ         ႔                                 ႔   
                        ႈ                              ။                 
                       ႈ                                                   
                                     two-factor authentication                             
          hard-drive                                    ။    
 

OS X for Mac     File Vault 2              ႕           enc                           
       ။ Windows 10                            hard drive                     
      ။    ႔                                   vers                          
                         Bitlocker 20                                                 ။ 
                  PGP 21                                                                   ။   
 

                               ႕                                              
          ႈ                ။                                                         
        external ha  -                                                          
                          ။ External hard-drive                          ႔      
                                                                                          
                   cloud                              ။ Cloud storage service 

                               Google Drive       ႔                       ႔    
                                                                ။                 ႕     
          ႔        ။   -  

                                                 
19 Noah Kelly, A DIY Guide to Feminist Cyber Security. Available at: 

https://hackblossom.org/cybersecurity/#tails. A full list of Tails’ vulnerabilities can be found at: 
https://tails.boum.org/doc/about/warning/index.en.html. 
20 Chris Hoffman, How to Set Up BitLocker Encryption on Windows, How-To Geek, 5 October 2017. 

Available at: https://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-

windows/.  
21 For a more detailed discussion of hardware encryption, a useful article from a digital expert is: 

Micah Lee, Encrypting Your Laptop Like you Mean It, The Intercept, 27 April 2015. Available at: 

https://theintercept.com/2015/04/27/encrypting-laptop-like-mean/#osx. 

 

https://support.apple.com/en-ca/HT204837
https://www.howtogeek.com/234826/how-to-enable-full-disk-encryption-on-windows-10/
https://www.microsoft.com/en-us/download/details.aspx?id=53006&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
https://hackblossom.org/cybersecurity/#tails
https://tails.boum.org/doc/about/warning/index.en.html
https://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-windows/
https://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-windows/
https://theintercept.com/2015/04/27/encrypting-laptop-like-mean/#osx
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 SpiderOak 

 Tresorit 

 Mega 

 

                     ႕                                                   
                                      ႔                                         
                                      ။    ႔                                
                                                                                
      ။   
 

                                       ႔                                         
      ႔                                                                               
                                                                                ႈ 
                            restore                                     ။           
                                           ႕                                     
             ႔                                            ႕                             
                                           ။     
 

၈။                 
 

                                                                ။    ႈ                
                                                                           
                   ။               -F                                      ႈ      
                                    ။                                          
                                      ႈ             ႈ                                 
                       ။                                             Wi-Fi                
           ႔                                     ။   
 

                                                                             
                                                                                     
       ။ 
 

 

https://spideroak.com/
https://tresorit.com/
https://mega.nz/
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a) Mobile Browsing Privacy 

 

D                            ႔ iOS       Android                                           
Mozilla Firefox                    mobile browser                              
               ။                            Firefox mobile browser     
                       privacy extensions                                    
             ။                          Firefox mobile browser             
            ၊                           ႔                                                       
                                                                                           
                   ႔     ႔               ။ 22  

 

                          ႈ                                                        
       ႔                                                                              
                                                 ။  
 

b) Secure Mobile Messaging 

 

                                            ႔                                    
                                                                   ။ Signal     
end-to-end                                ႈ             ၊                                   
      ႔                       ။         ႔                                  
                      cellular network                                             
                            ႔                              ၊                  
   ႔                ႔                                      ႔                        ။ 
WhatsApp messaging application         end-to-end encryption             
                                                                                
                                                        ။     ႔              
                                     ႈ                                            
              ႈ                                                                               
                ။ EFF   Android 23        iOS 24                                       
                                                 
22 Noah Kelly, A DIY Guide to Feminist Cyber Security, explains: “To enable these features in Safari, 
go to Safari under Settings, click 'Content Blockers', and enable Firefox Focus”. See: 
https://hackblossom.org/cybersecurity/#mobilebrowsing.  
23 EFF, Surveillance-Self Defense: How to: Use Signal for Android. Available at: 

https://ssd.eff.org/en/node/93/.  
24 EFF, Surveillance-Self Defense: How to: Use Signal on iOS. Available at: 

https://ssd.eff.org/en/module/how-use-signal-ios.  

https://play.google.com/store/apps/details?id=org.mozilla.focus&referrer=adjust_reftag%3Dc4VVCyfMNirQ8%26utm_source%3DProduct%2BMarketing%2B%28not%2Bads%29%26utm_campaign%3Dmoz_blog
https://play.google.com/store/apps/details?id=org.mozilla.firefox
https://www.whatsapp.com/
https://ssd.eff.org/en/node/93/
https://ssd.eff.org/en/module/how-use-signal-ios
https://hackblossom.org/cybersecurity/#mobilebrowsing
https://ssd.eff.org/en/node/93/
https://ssd.eff.org/en/module/how-use-signal-ios
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      ႔                           ႔                                              
     ။  
 

c) Mobile Device Encryption 

 

                    ႕             ႈ                                               ႈ 
                        Android                                               ႔  
                                                                                   
                                   ႔           ႔                            ။    ႔      
                       passcodes 25    ႔                     I                 
                                                            ။                
                                          ႔                                   
                                                              ႈ                   
                               ။                                                   
   ႔                            ႔              ။    
 

 FF     how to best encrypt your iPhone 26                        ႈ               
Android 27                  Android blog Greenbot                         ။  

 

၉။                                                   
 

 EFF, Surveillance Self-Defence 

 

                                                                       
                                                       ႈ                
               ႈ                                    ၊                        
                                                           ႈ                    ႔ 
                                                        ။   

                                                 
25  Passcodes are a string of characters that function as passwords do but which are specifically 

designed to gain access to a mobile device such as a tablet or smartphone. 
26 EFF, Surveillance-Self Defense: How to: Encrypt Your iPhone. Available at: 

https://ssd.eff.org/en/module/how-encrypt-your-iphone.  
27 Patrick Nelson, How to turn on Android encryption today (no waiting necessary), Greenbot, 19 

September 2014. Available at: https://www.greenbot.com/article/2145380/why-and-how-to-

encrypt-your-android-device.html.  

https://ssd.eff.org/en/module/how-encrypt-your-iphone
https://www.greenbot.com/article/2145380/why-and-how-to-encrypt-your-android-device.html
https://www.eff.org/
https://ssd.eff.org/
https://ssd.eff.org/en/module/how-encrypt-your-iphone
https://www.greenbot.com/article/2145380/why-and-how-to-encrypt-your-android-device.html
https://www.greenbot.com/article/2145380/why-and-how-to-encrypt-your-android-device.html
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 Committee to Protect Journalists, CPJ Journalist Security Guide: Covering the 

News in a Dangerous and Changing World 

 

           „                   ‟                              
                                                                   
                                  ႈ                                ။   

 

 Tactical Technology Collective and Front Line Defenders: Security in-a-Box – 
Digital Security Tools and Tactics  

 

                                                                      
                                                                                
                        ႈ                                                
                              ။                ႔                  
     ႔              ႔                                      ႈ            ႔      
     ႔                                                                 
               „Community Guides‟                        ။ 
                                                                 
                                                                     
                           ။       , Guide for LGBT activists in Sub-

Saharan Africa)  

 

 Privacytools.io  

 

                                                                  
                                                         ႔    
          VPN provider      ၊ browser testing tool            add-on      
            ႔                                ။   

 

 We Fight Censorship, Online Survival Kit 

 

          “               ႈ                                      
                                                                           
      ႕                              ၊                             
               ”             “                                     

https://cpj.org/
https://cpj.org/reports/2012/04/technology-security.php
https://cpj.org/reports/2012/04/technology-security.php
https://tacticaltech.org/
https://www.frontlinedefenders.org/
https://securityinabox.org/en/
https://securityinabox.org/en/
https://securityinabox.org/en/lgbti-africa
https://securityinabox.org/en/lgbti-africa
https://www.privacytools.io/
http://www.wefightcensorship.org/index-2.html
http://www.wefightcensorship.org/online-survival-kithtml.html
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     ၊               ႔                     ႈ                                    
                  ”                            ။  
 

 

 Digitaldefenders.org, Digital First Aid Kit 

 

             “                        ႈ      ႔                             
                                                ။         
  ႔                        ၊               ၊  ႈ                              ႔ 
                      ႈ                                                  
                                                                            
                                                      ႕          ႕ - first 

responder                                              ” 
 

 Hack*Blossom, A DIY Guide to Feminist Cybersecurity 

 

             “                                                       ႕       
                          ႈ                                         ”         
   ။                              ႈ              ႈ                  ၊      
                                                                                    
                      ႔                                  ။    

 

၁၀။               28 

 

Add-on 

 

“                                                                  ႔               
                                                           ။    -           
                             ႔                          ႔                
                ႔                                  ႈ                          ။ 
     ႕    add-on                                                    

                                                 
28 The definitions in this glossary are all taken from the Electronic Frontier Foundation’s 
Surveillance Self-Defence Glossary. Available at: https://ssd.eff.org/en/glossary. 

https://www.digitaldefenders.org/
https://www.digitaldefenders.org/digitalfirstaid/
https://hackblossom.org/
https://hackblossom.org/cybersecurity/
https://ssd.eff.org/en/glossary
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                                             -                                      
       ။” 

 

 

Commercial VPN 

 

“            Virtual Private Network                                   
             ႔                                                       ႔      ႈ    
                             ႈ             ။       ႔                         
                  ႔                                                        
                                         ။    ႔                            
            ႔                                         I           ႔              
                                ။                                     
                                           ႈ                                  
                     ႈ                                                      
     ။                                  ႈ                              
                                           ။                                  
       ႈ                 VPN                                          ႈ ႈ             
                 ႔            ။” 

 

 

Cookies 

 

“                                                                        
                         ။ Cookies                               
                                              ၊                     ႈ               
          ႔                         ႔                 ႈ                   
                                                              ။     ႔    
                                                                                        
   ႔                                                    ။                   ။ 
                            ။                                     ။  
                             ။                                                   
   ႔                                             ႔                ။     ” 
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Cryptography 

 

“                                                                          
   ႔                               ႕                ႔                                    
       ” 

 

Decrypt 

 

“     ႕                      ႔                                           
   ။                                                                    
                             ႔                                              
                                         ။ ” 

 

Encrypt 

 

“                  ႔                                              
encryption                    ။                              
   ႔                                                                             
                 ႕                                  ႔                               
                                                   ။                 
                                            ႔         ။             
                        ႕                                                         
                                                                      ။ 
               cryptography                                 ႔              
                               ။ ” 

 

End-to-end encryption 

 

“   -to-end encryption                              ႔              ႕     
                                                                       
                            ။                                        ႕  
                                              ။       ႔                     
                            ႔                       ႈ       ႔          ။ End-to-

end encryption     encryption                              ႔                    
                    ႕                                                        
                           ။  ” 
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Key 

 

“Cry                                                            ႔      
                                                                  ။” 

 

Malware 

 

“              malicious software                               ။ 
                                         ႈ       ႈ                  
                                     ။                                     
       ။                                      ၊              ႕                 
                               ႔                                             
                              ။ ” 

 

Metadata 

 

“ Metadata(   ႔     "                          ")           
                                                                        
                         ။    ႔                                       
                ။    ႔                                            
           ႔                                                        
         ။                                                            
                           ။                                       
      ႕                                ႈ                                         
                                                                                           
        ။   ႔                                                                
                                                                      
                  ။ ” 

 

Online harassment 

 

“                                         ၊                                 
               ၊                                   ၊                             ၊ 
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                         ”29 

 

Operating system 

 

“                                                                            
     ။                                                  ႔                     
                        ။” 

 

PGP 

 

“                               public key cryptography           
                  ႕               ႈ              ။               
Phil Zimmermann       ႈ                                           ႔          
                                          ၁၉၉၁                        ။             
                      ႕   ႔                                                 
       ႈ             ။                          public key encryption 

                                     ႔               ႔                       
               ႈ          ။                                                  
                     ။ PGP                                           
                                     GnuPG (or GPG)            
                            ။                                                  
                                                        GnuPG              
                “       ”                        ႔      “           ” 
   ႔                            ။ ” 

 

Risk analysis 

 

“                         risk analysis                        ႈ                    
                                   ။    ႔         ႔                             
                            ။                  ႔            ႈ    ႔      
                     ႈ                                                     ။    ႔     
     ႕                                                      ။         
                                                     ႈ                     

                                                 
29 Maeve Dugan, Online Harassment 2017, Pew Research Center – Internet and Technology (Jul. 11, 

2017), http://www.pewInternet.org/2017/07/11/online-harassment-2017/.  

http://www.pewinternet.org/2017/07/11/online-harassment-2017/
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                                                                           ႈ 
                   ႔                                        ႔                        
             ။                              ။ Threat modeling            ။” 

 

Threat model 

 

“                                                           
                                                                       ။ 
            ႔                                                                  ။ 
   ႔                                            ၊          ႔               
           ႔                         ႔                      ။               
                                                 ႈ                                
threat modeling          ။              ႈ          -                              
                                                        ။” 

 

VPN 

 

“Virtual private network                                      ႕      
                  ႔                                                  
            ။                                                     ႈ 
                                                             ႕        ႔ 
                 ။                                                
                ႔    ႔           ။     ႔                  ႔                  ႔    
                                                                     ႈ 
                               ႔                                  ။ 
                                                               ႔                
                                         ။                        ႔             
          ႔                                             ႈ                 
   ႔                                 ႈ                                 ။ ” 


